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Certificate transfer between Windows systems

Start the Internet Explorer browser and click on the tools in upper right corner (see below). Than
choose the “Internet options” .
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Then choose the tab Content and click on Certificates button

Internet Options ? *
General Security Privacy Connections Programs Advanced
Certificates

Use certificates for encrypted connections and identification.

Clear SSL state Certificates Publishers

AutoComplete

= AutoComplete stores previous entries Settings
= on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide Settings
updated content from websites that

can be read in Internet Explorer and

other programs.

“as,

oK Cancel Apply

Mark the certificate which you want to back up and click on the Export button

Certificates

Intended purpose: <All=

Personal Other People Intermediate Certification Authorities Trusted Roat Certification 4

Issued To Issued By Expiry D... Friendly Name ~
[/ Katefina LCA Test Public C... 20/07/2... <MNone>
5 Katefina LCA Test Qualifie...  30/07/2... <MNone>
[/ Katefina LCA Test Qualifie...  20/07/2... <MNone=>
5 Katefina LCA Test Public C... 10/08/2... <MNone>
[/ Katefina LCA Test Qualifie... 11/08/2... <Mone=
[/ Katefina LCA Test Public C... 10/08/2... <MNone=
5/ Katefina LCA Test Qualifie... 17/07/2... <MNone=
[/ Katefina LCA Test Qualifie... 28/07/2... <MNone=>
[ Katefina LCA Test Public C... 16/07/2... <MNone>
=l KateFina 1.CA Test Qualifie...  11/08/2... <None> v
Import... Export... Remaove Advanced

Certificate intended purposes

View
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In the export provider click Next.

X
+# Certificate Export Wizard
Welcome to the Certificate Export Wizard
This wizard helps you copy certificates, certificate trust lists and certificate
revocation lists from a certificate store to your disk.
A certificate, which is issued by a certification authority, is a confirmation of your
identity and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
To continue, click Next.
Next Cancel
Choose the option YES, export the private key
&« ¥ Certificate Export Wizard
Export Private Key

You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the

certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(@) Yes, export the private key
ONU, do not export the private key
Next Cancel
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Keep the current set up of format PKCS#12.

€ 4&» Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded X.500 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

(@) Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible

[Ipelete the private key if the export is successful
[ IExport all extended properties
Enable certificate privacy

Microsoft Serialised Certificate Store (.SST)

Mext Cancel

Enter your password to protect your back up displayed in Windows 8, 8.1.

X

€ 4* Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

Group or usernames (recommended)

Add

Remove

Password:

Confirm password:

Encryption: | TripleDES-SHA1 ~

Next Cancel



AUTHORITY

Choose the file, where the private key will be exported. Use the Browse button.

Continue with Next button

& &* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\Users\Hb'\Deskiopitest back up.pfx

Mext Cancel

To finish export of the private key, click on Finish.

& &* Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

CoyUsers\Nb\Deskiop'\test back up.ph

Export Keys

Yes
Include &ll certificates in the certification path Yes
File Format Personal Informaton Exchange [*.pf
L4

Garce
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Exporting your private exchange key .

An application is requesling access (o a Protected ilem.

Password for:
Privatni kli¢ CrypioAPI

Cancel Detailg...

Certificate Export Wizard

The export was suocessiul,

QK

Now the back up containing certificate and private key is saved in chosen file.
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Transfer the file with back up into the new PC and open the file. After this step the Certificate Import
Wizard will be open.

Choose the field with Current User and continue with Next button.

X
& &* Certificate Import Wizard
Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust ists, and certificate revocation
lists from your disk to a certificate store,
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains nformation used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
Store Location
(®) Current User
O Local Machine
To continue, dick Next.
[Net ] concel
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Choose the file to import by the button Browse. Click on Next button.

X

€ &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

: \Users\Nb\Desktop\test back up.pfx ] | Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialised Certificate Store (.SST)

Insert the password, chosen while export of back up and then continue with Next button.

X

= &* Certificate Import Wizard

Private key protection
To maintan security, the private key was protected wwth a password.

Type the password for the private key.

Password:

e
[ bisplay Password

Import opbons:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[JMark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Protect private key using virtualised-based security(Non-expor table)

[ Indude all extended proper ties.

Ganc
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Choose the option “Automatically select the certificate store based on the type of certificate” and
then click on Next.

& &» Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(@ Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store
Certificate store

Browse...

Mext Cancel

Now you can finish the certificate import by click on Finish button.

X

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

e Bee] Automatically determined by the wizard
Content PFX

Fie Name C:\Users\b'\Desktop\test back up.pfx

anc
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Importing a new private exchange key X

An application is creating a Protected tem.

CryptoAP! Private Key

Security level set to Medium Set Security Level

Cancel Detais...

Certificate Import Wizard X

0 The import was successful.

Now your certificate is completely functional.

10



